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Personal Information Protection 
Four Ministries Promulgate the Regulations on the Scope of Necessary 

Personal Information for Common Types of Mobile Applications

On March 12, 2021, the Secretary Bureau of the 

Cyberspace Administration of China (“CAC”), the 

Ministry of Industry and Information Technology, 

the Ministry of Public Security and the State 

Administration for Market Regulation (“Four 

Ministries”) jointly issued the Regulations on the 

Scope of Necessary Personal Information for 

Common Types of Mobile Internet Applications 

(the “Regulations”). And the Regulations were 

formally released to the public on March 22. The 

Regulations, following the “principle of necessity” 

established in the Cybersecurity Law (the “CSL”), 

and elaborate on the basic functions of 39 

different types of Apps as well as the specific type 

of personal information that is necessary for such 

Apps to perform basic features and services and 

relevant usage requirements. 

The Regulations further specify the regulatory 

requirements for the principle of necessity. This 

article summarizes the highlights of the 

Regulations that we believe deserve attention. 

I. Background and Legislative Framework 

The necessity principle is one of the basic 

principles established by the Decision of the 

Standing Committee of the National People’s 

Congress on Strengthening Network Information 

Protection in 2012 and are further stipulated by 

CSL for collecting and processing personal 

information. The national standard Personal 

Information Security Specification provides 

further interpretation regarding the necessity 

principle: the types of personal information 

collected should be directly related to the 

realization of the business function of the product 

or service; the frequency of automatic collection 

of personal information should be the minimum 

frequency necessary to realize the business 

function; and the amount of indirect personal 

information obtained should be the minimum 

quantity necessary for the business function of 

the service. 

In January, 2019, the Four Ministries, in order to 

implement the CSL, jointly released the 

Announcement on the Launching of a Special 

Crackdown on the Illegal Collection and Misuse of 

Personal Information by Apps. It emphasized that 

App operators should comply with the principle of 

lawfulness, legitimacy and necessity and should 

not collect personal information unrelated to the 

services provided, which continuously 

strengthened the oversight and governance of 

Apps. 

In furtherance of the principle of minimum 

necessity for collecting and using personal 

information, the National Information Security 

Standardization Technical Committee issued a 

non-mandatory technical document, the 
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Guidelines for Cybersecurity Practices - a 

Specification for the Necessary Information for 

the Basic Business Functions of Mobile 

Applications, illustrating the basic functions of 16 

different types of Apps and the types of necessary 

personal information. 

The CAC published the draft Scope of Necessary 

Personal Information for Common Types of Apps 

(the “CAC Draft”) in December, 2020 for public 

comment. The CAC Draft stipulated the scope of 

the necessary personal information for 38 

common types of Apps such as map navigation, 

online ride-hailing and instant messaging. 

II. Scope of Necessary Personal Information 

The Regulations specify the scope of necessary 

personal information from the following 

perspectives: 

 From the functionality perspective, 

necessary personal information refers to the 

personal information that is required to 

ensure the normal operation of Apps’ basic 

functions and services and in the absence 

of which, Apps will be unable to perform 

basic functions and services. 

 From the perspective of the data subject, 

necessary personal information refers to the 

personal information of consumption-side 

users, other than that of the users on the 

service provision side. The Regulations 

leave undefined the specific meaning of 

consumption-side users and service-

provision-side users. 

III. Applicable to mini programs 

In addition to Apps downloaded and pre-installed 

on a mobile intelligent terminal, it is expressly 

provided for in the Regulations that the 

Regulations also apply to mini programs which 

are developed based on App open platform 

interfaces and available to users without 

installation thereof. 

IV. Enumeration of Necessary Personal 

Information 

The Regulations enumerate the basic function 

services and the corresponding necessary 

information scope of 39 types of Apps, including 

instant messaging, online communities, e-

payments, online shopping, job searches, travel 

services, hotel services, browsers, App stores 

and other Apps.  

Take “instant messaging” Apps as an example. 

The Regulations prescribe that the services 

provided by instant messaging Apps include 

“texts, pictures, voice, videos and other online 

instant messaging services”, and the necessary 

personal information for instant messaging Apps 

shall include the mobile phone number and App 

account (including the account number and the 

instant messaging contact list) of the registered 

user. 

V. Apps Shall not Deny Users’ Access to the 

Basic Functions and Services if Users 

Refuse to Share Unnecessary Personal 

Information 

The Regulations provide for a basic rule 

pertaining to the necessity principle; namely an 

App shall not deny a user’s access to its basic 

functions and services if the user refuses to share 

unnecessary personal information with the App. 

However, the Regulations are silent on how to 

implement the above basic principle and do not 

provide relevant compliance standards but leave 

them to be rectified and designed by Apps in the 

market based on their own conditions. 

 For Apps, in order to achieve the above basic 

purposes, they need to consider whether to 



3 

 

conduct assessment and rectification from the 

following perspectives: 

 assess and confirm the basic functions 

of Apps and the scope of the necessary 

information corresponding to the basic 

functions based on the conditions of the 

Apps; 

 consider whether the privacy policies 

shall separately elaborate on the 

collection and processing of the 

necessary personal information and the 

unnecessary personal information; 

 provide the right to select and refuse the 

collection of unnecessary personal 

information for users. 

Since the Regulations remain general in the 

provisions, there are still several issues to be 

clarified during the plan design process in practice, 

for example: 

 whether the express consent of the user 

is required for the collection and use of 

the necessary personal information of 

the user; 

 whether express consent through 

separate enumeration and pop-ups or 

consent through clicking on an 

agreement to the privacy policy is 

required for the collection and use of 

unnecessary personal information, 

particularly in the current scenario of 

mini programs, as it is still not common 

for a mini program to obtain the consent 

of users for the collection of information 

by a separate pop-up box; 

 whether it is necessary to include two 

service modes, i.e. a basic function and 

an additional function, and to provide 

different privacy policies for users to 

agree to; 

 whether a visitor mode, where personal 

information is not collected, should be 

added. 

The regulators’ requests  on  the above 

questions may greatly affect the relevant 

enterprises’ current practices in the collection and 

use of personal information as well as the design 

of user interfaces of Apps. 

VI. Our Observation 

In practice, the types of personal information 

collected by Apps and mini programs and its 

subsequent use in many cases go far beyond the 

scope directly related to the provision of services, 

which have become market practice and have 

formed a business model. The regulators of 

various countries are also questioning such 

collection and use of personal information and 

tightening their corresponding requirements in 

different ways. 

It can be seen that the Regulations are a 

response made by Chinese regulators to the 

issue of the excessive collection of personal 

information discovered in the process of law 

enforcement concerning Apps over the past three 

years, and also form a practical foundation for the 

interpretation of such issues in the coming Law on 

the Protection of Personal Information. The 

Regulations do not prohibit Apps from collecting 

personal information other than the necessary 

personal information enumerated in the 

Regulations, but focus on requiring Apps to 

provide users with an option to refuse the 

collection of their unnecessary personal 

information and to still have access to basic 

functions and services. 

With respect to how to effect users’ options in an 
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appropriate way, Apps with simple and direct 

business models may satisfy such requirements 

by modifying their respective privacy policies or 

popping up a request to collect information. 

However, for Apps with relatively complex 

business models, whether it will directly affect the 

business models of such Apps and associated 

services is worth further observation. Furthermore, 

the law enforcement of the Four Ministries was 

more focused on mobile Apps, while the 

Regulations further directly include mini programs 

in the category of Apps, indicating that strict law 

enforcement concerning mini programs is closer. 

It is advised that relevant enterprises pay close 

attention to regulatory practices and make 

necessary assessment and adjustments to their 

respective business logic, privacy policies, and 

the design of interfaces and pop-ups before the 

Regulations come into force on May 1 this year.
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个人信息保护法律热点问题 

四部委发布《常见类型移动互联网应用程序必要个人信息范围规定》

2021年3月12日，国家互联网信息办公室（以下

简称“国家网信办”）、工业和信息化部、公安部、

国家市场监督管理总局（以下合称“四部委”）联合

发布《常见类型移动互联网应用程序必要个人信息

范围规定》（以下简称“《规定》”）。《规定》于3月22

日正式向公众公布。《规定》主要依据《网络安全法》

确立的“必要性原则”，梳理了39类App的基本功能

及保障其正常运行所需收集的个人信息的具体类

型及使用要求。 

《规定》的发布进一步充实了必要原则的监管

要求，其值得关注的重点内容介绍简要总结如下。 

一、 出台背景及相关法规 

必要性原则是自2012年全国人民代表大会常

务委员会发布《关于加强网络信息保护的决定》以

来，并进一步通过《网络安全法》确立的个人信息

收集和处理的基本原则之一。国家标准《个人信息

安全规范》对必要性作出了进一步解释，即：收集

的个人信息的类型应与实现产品或服务的业务功

能有直接关联；自动采集个人信息的频率应是实现

产品或服务的业务功能所必需的最低频率；间接获

取个人信息的数量应是实现产品或服务的业务功

能所必需的最少数量。 

2019年1月，为落实《网络安全法》，四部委联

合发布《关于开展App违法违规收集使用个人信息

专项治理的公告》，强调App运营者收集使用个人信

息时，应遵循合法、正当、必要的原则，不收集与

所提供服务无关的个人信息，App监管持续加强深

化。 

对于个人信息收集、使用的最少必要原则，

2019年6月，全国信息安全标准化技术委员会发布

了非强制性技术性文件《网络安全实践指南——移

动互联网应用基本业务功能必要信息规范》，列举

了16类App的基本功能及必要个人信息类型。 

2020年12月，国家网信办发布《常见类型移动

互联网应用程序（App）必要个人信息范围（征求见

稿）》，向社会公开征求意见，文件规定了地图导航、

网络约车、即时通信等38类常见类型App必要个人

信息范围。 

二、 必要个人信息范围 

《规定》从以下角度明确了必要个人信息的范围： 

 功能实现角度，是指保障App基本功能服务正

常运行所必需的个人信息，缺少该信息App即

无法实现基本功能服务。 

 从主体角度，是指消费侧用户个人信息，不包

括服务供给侧用户个人信息。《规定》未明确定

义消费侧用户及服务供给侧用户的具体含义。 

三、 明确适用范围至小程序 

2021 年 3 月 24 日 
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除了移动智能终端预置、下载安装的应用软件，

《规定》明确将适用App的范围包括基于应用软件

开放平台接口开发的、用户无需安装即可使用的小

程序。 

四、 必要个人信息的列举 

《规定》列举了即时通信、网络社区、网络支

付、网上购物、求职招聘、旅游服务、酒店服务、

浏览器、应用商店等39类App的基本功能服务及相

应的必要信息范围。 

例如对于即时通信类App，基本功能服务为“提

供文字、图片、语音、视频等网络即时通信服务”，

必要个人信息包括：“注册用户移动电话号码、账号

信息（账号、即时通信联系人账号列表）”。 

五、 APP 不得因非必要个人信息拒绝基本功能

服务 

对于必要个人信息，《规定》确立的基本原则是，

App不得因为用户不同意提供非必要个人信息而拒

绝用户使用其基本功能服务。 

但《规定》并未说明落实上述基本原则的具体

形式及合规标准，而是将此留待市场中App根据自

身的情况去进行调整和设计。 

对于App来说，对于实现上述基本原则，需要

考虑是否需要进行以下方面的评估和调整： 

 根据App的自身状况，评估、确认自身的基

本功能、以及对应基本功能的必要信息范

围； 

 考虑是否在隐私政策之中对于必要信息

和非必要信息的收集和处理分别说明； 

 为用户提供非必要个人信息收集的选择

和拒绝权。 

但《规定》由于仍是原则性规定，在实践之中，

在设计方案时，仍存在不少问题待明确，例如： 

 就必要个人信息的收集和使用，是否仍需

取得用户的明示同意； 

 对非必要信息的收集和使用，是否需要单

独列举，通过单独弹框明示同意，还是可

以通过点击对隐私政策的同意即可；特别

是在目前小程序的场景下，小程序单独弹

框就信息收集获得用户同意仍尚不普遍； 

 是否需设置基本功能及附加功能两种服

务模式，并提供不同的隐私政策供用户同

意； 

 是否需要设定不收集个人信息的游客模

式等。 

监管部门对上述问题的要求将可能极大影响

企业目前个人信息收集及使用实践以及App用户界

面的设计。 

六、 我们的观察 

在现实之中， 很多情况下App和小程序收集的

个人信息种类和后续的利用目的实际在很大程度

上超出了为提供服务直接相关的范围，并已经形成

了一种市场惯例及业务模式，各国监管也在通过不

同的方式质疑和收紧相应的要求。 

可以看到，《规定》是中国的监管机关对于三年

来App执法之中所发现的信息收集过度问题的回应，

也为《个人信息保护法》出台后对于该问题的解释

打下实践基础。《规定》并不禁止App收集所列举的

必要个人信息之外其他个人信息，但着眼于要求

App为用户提供一种拒绝App收集非必要个人信息、

并可以使用基本功能的选择。 

但是，就如何通过适当的方式来实现用户的选

择权，对于业务模式相对简洁直接的App，可以通

过修订隐私政策规定、信息收集的同意弹框设定等

方式来达到上述要求。但是，对于业务模式相对复

杂的App，是否会直接影响App及关联服务的业务

模式，均值得进一步的观察。另外，此前四部委执

法更集中在移动应用软件，而该文件进一步将小程

序直接纳入到App的范畴，可见小程序的严格执法

更加趋近。 

建议企业密切关注监管实践，在今年五月一日

《规定》生效前对其业务逻辑、隐私政策、界面和

弹窗设计进行必要的评估和调整。
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